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I.           General Cyber Security Provisions  

1) General Cyber Security Requirements  

(1) Being subject to the Directive (EU) 2022/2555 (“NIS2 Directive”), BASF must ensure compliance with 

certain cyber security requirements by itself and its suppliers. Therefore, when providing Services or 

interfaces to BASF, the Supplier will, as a minimum requirement, implement and maintain appropriate 

technical and organizational measures, internal controls, and information security routines (hereinafter 

referred to as “ToMs”) intended to protect BASF’s data, and infrastructure in its environments against 

accidental, unauthorized or unlawful access, disclosure, alteration, loss, or destruction. Such ToMs shall 

include (but are not limited to):  

 

Governance, Risk and Compliance 

a. regular (at least once per calendar year) cyber security awareness training for all Supplier 

personnel 

b. introduction of procedures to regularly assess the effectiveness of ToMs, e.g. through internal 

audits or external reviews 

Access and Identity Management 

a. implementation of multifactor authentication; withdrawal of access rights upon termination or 

change of employment status; and restrictions and controls on privileged access rights 

b. implementation of a remote access policy and technical restrictions preventing remote users from 

saving files to personal devices 

c. ensuring the prompt return of all organizational assets upon termination of the contractual 

relationship or employment. 

Data Protection and Cryptography 

a. use of cryptography for protecting the confidentiality, integrity and/or authenticity of BASF data, 

including the implementation of a documented cryptographic policy ensuring that all sensitive or 

confidential data — at rest, in transit, and across Supplier devices, storage locations and transfer 

systems — is encrypted using recognized methodologies and key management processes 

appropriate to the type and sensitivity of the information 

b. identification and classification of information not to be published, and use of data leakage 

prevention tools within the organisation; selection, control and protection of test data and 

prohibition of use of client data 
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c. adoption of security measures for storage media, including special regulations for removable 

media and requirements for safeguarding confidential information when reused or disposed of 

Physical and Organizational Security 

a. use of physical security measures (such as, but not limited to, locked server rooms and offices 

and escorted visitor policies) at all locations where BASF data and data relevant to the Services 

are stored or available  

b. establishment of a disciplinary process for violations of information security policies 

Network and System Security 

a. introduction of processes to ensure cyber security in the procurement, development and 

maintenance (including patching) of network and information systems and regularly conducted 

scans of Supplier’s systems and solutions for vulnerabilities, which scans result in either patching 

or mitigating the identified vulnerabilities as soon as reasonably possible 

b. implementation of network controls to ensure system and application security, including the 

definition of security mechanisms and service levels in network agreements, segregation of users, 

services and systems, network segmentation into separate domains after risk assessment, 

management of external website access, and deployment of an internet proxy for content filtering 

c. permanent and risk-based monitoring for unusual behaviour within the organisation, including 

periodic and real-time monitoring, notification of abnormal events to relevant parties, deployment 

of IDS/IPS for Internet connections, and automatic scanning of incoming and outgoing email; 

deployment of malware detection systems for the organisational network, including antivirus for 

servers and workstations, and a firewall rule policy 

d. activation of event logging within the organisation, including enablement of system administrative 

and network traffic logs, prevention of user manipulation of log information, application of 

protective measures (e.g., cryptographic hashing), and log analysis via security information 

systems (e.g., SIEM tools) 

e. restriction of utility programs with the capacity to overwrite systems and applications 

Endpoint and Asset Security 

a. establishment of endpoint security measures, including clear desk rules for papers and removable 

storage media, clear screen rules for information processing facilities, protection of off-site assets 

(e.g., BYOD), and adoption of rules and controls for secure configuration and use of endpoint 

devices, including prevention of unauthorized software installation, BYOD security, and specific 
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controls for wireless connectivity; measures to check for and securely remove or destruct 

confidential information prior to disposal or re-use of equipment.  

 

 Cloud Security 

a. Maintenance of a documented cloud security policy, logical segregation of instances from other 

clients (e.g., private subnets), provision of architectural diagrams demonstrating segregation upon 

request, and sole control over cloud encryption keys. Supplier may evidence compliance with the 

above by achieving current certification under an industry standard framework (e.g. ISO 27001).   

b. In addition to the minimum requirements listed above, the Supplier shall, if informed thereof in 

advance, comply with pertaining BASF's policies when accessing or operating within BASF's 

environments. With regard to Supplier’s own pertaining policies, the Supplier will provide timely 

notice of any changes to its policies that may materially degrade the security of the Services, after 

which the Parties will equitably adjust the terms of their commitment as necessary to appropriately 

address risks. 

c. To the extent BASF's data includes personal data, the implementation of and compliance with 

these measures and any additional security measures set out in the contractual documents are 

designed to provide an appropriate level of security in respect of the processing of the BASF’s 

personal data and shall at all times comply with the applicable data protection laws and 

regulations. 

 

2) Implementation of Cyber Security Standards 

Supplier shall, where applicable, implement and maintain effective state-of-the-art IT Security standards 

such as:  
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a) ISO/IEC 27001:2022 and applicable CMMI (Capability Maturity Model Integration) standards – 

with regard to infrastructure implementation and services; and/or  

b) EN 50600 – Availability Class 3 (comparable to Tier 3 Uptime Institute) - with regard to central 

data centre implementation and services and/or  

c) a Certification according to the VDA model "TISAX" (Trusted Information Security Assessment 

Exchange). 

 

3) Proactive Risk Identification and Security Threat Management 

The Supplier shall, as a general obligation, identify and assess all risks, threats and vulnerabilities that 

may affect the confidentiality, integrity or availability of information. The Supplier shall further be required 

to collect and analyze security threat information in order to generate relevant threat intelligence, and to 

conduct risk analyses to quantify or qualify potential events which may trigger losses, taking into account 

asset criticality, vulnerabilities and prior incidents. 

 

Appropriate measures to reduce, avoid, accept or otherwise manage information security risks shall be 

selected and implemented, based on a documented risk treatment plan that is duly defined and 

maintained. 

 

All identified risks and related factors – including, without limitation, asset value, potential impact, threats, 

vulnerabilities and the likelihood of occurrence – shall be subject to periodic monitoring and review. 

 

4) Cyber Security Assessment  

(1) At any time during the term of the Agreement, BASF and Supplier will work together to perform a security 

and risk assessment of the Services and ToMs  (“Cyber Security Assessment”), including the related 

interfaces and integration into the BASF group’s IT landscape, to be conducted by BASF or a third-party 

service provider which has no competitive relationship with the Supplier and that had been obliged to 

maintain confidentiality.  

 

(2) During the Cyber Security Assessment, the Supplier shall be obliged to provide all necessary information 

and cooperate to enable a comprehensive assessment of its Services and ToMs. Identified deficiencies 

or weaknesses in its Services and ToMs are to be remedied immediately if these could pose a potential 
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risk to the security of BASF, its infrastructure, or its data. The decision on whether to continue cooperation 

with the Supplier shall be subject to the sole discretion of BASF.  

(3) If, during the Cyber Security Assessment, material risks or vulnerabilities are identified that cannot be 

adequately mitigated or accepted by BASF within a reasonable period, BASF and the Supplier shall jointly 

develop a remediation plan to address such risks. 

(4) If the Supplier fails to implement the agreed remediation measures within the specified timeframe, or if the 

risk remains unacceptably high despite reasonable efforts, BASF reserves the right, after prior written 

notice and taking into account the severity of the risk, to: 

 

• temporarily suspend the affected services, 

• restrict specific services or interfaces, 

• discontinue or proportionally reduce the payments corresponding to the affected services or  

• terminate the Agreement or any Individual Agreement for cause. 

 

(5) Before exercising the right of termination, both parties shall exhaust all reasonable alternatives to mitigate 

the risk and enable escalation to senior management. 

 

5) Penetration Testing 

(1) BASF shall be entitled to carry out an advanced simulation of adversary attacks on Supplier´s IT-systems 

and IT-networks (“Penetration Test”) at any time during the term of the Agreement. Such test shall be 

exclusively performed by either an independent third-party service provider with the appropriate expertise 

or by BASF’s own Cyber Security experts (“Pen-Tester”). In order to enable the Penetration Test to be 

realized in accordance with the applicable law, the Parties will conclude a tripartite agreement with the 

Pen-Tester in which the further details of the Penetration Test shall be agreed. Supplier may only reject 

the engagement of the Pen-Tester In Writing if justified for objective reasons, e.g., if the Pen-Tester and/or 

one of its affiliates are competitors of Supplier. If the Supplier does not permit BASF to conduct a 

Penetration Test, the Supplier shall instead: 

• Provide BASF with a detailed report of a Penetration Test conducted either by the Supplier or by an 

independent third-party. 

• Ensure that such testing is performed at least once every twelve (12) months. 

• The report shall include:  

o Scope and methodology of the test 
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o Identified vulnerabilities with CVSS-based risk ratings 

o Remediation actions taken 

o Verification of resolved vulnerabilities 

 

(2) If the Penetration Test result contains a CVSS Score-finding of at least 7, Supplier shall immediately initiate 

remediation measures and allow a follow-up test to verify the resolution of identified issues. 

In case, Supplier fails to adequately remediate the identified fails within 30 calendar days, BASF shall 

BASF shall be entitled to assert the rights described in the preceding Section 4 (4) and (5). 

 

6) Cyber Security Incidents 

The Supplier shall establish and maintain a documented process for handling cyber security incidents, 

including measures such as cyber incident response plans, designed to ensure that lessons are learned 

from information security incidents, that appropriate corrective actions are implemented, and that all 

relevant evidence is duly collected and preserved. 

 

The Supplier shall further ensure that different channels for reporting information security incidents within 

its own organization are made available, and that clear reporting instructions are readily accessible (e.g., 

via intranet). 

 

If the Supplier detects a breach or failure of technological, organisational or other measures under the 

control of the Supplier or its Affiliates (e.g. security gaps, data loss, incidents, hazards, infestation by 

malicious software, data misuse) that will (or is likely to) have a significant impact on: (i) the security of the 

Services, or (ii) the integrity of any Confidential Information or other data on any IT systems of BASF 

(hereinafter referred to as "Cyber  Security Incident"), it shall immediately and without additional 

remuneration: 
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a) Inform BASF thereof by email to third-party-breaches@BASF.com; 

b) take all necessary steps to clarify the facts, to limit the damage and to assist BASF in doing so;  

c) accept all reasonable measures taken by BASF as a result of the Cyber Security Incident at BASF 

to protect BASF's IT infrastructure (e.g. disconnection of IT system connections or reset 

credentials);  

d) ensure a trouble-free reconnection to BASF's IT infrastructure;  

e) if the information security incident causes an interruption or delay in the Services, a reduction in 

operational efficiency or the loss of data, assist BASF in recovering the data;  

f) provide a safety report on the Cyber Security Incident at BASF's request, whereby the more 

detailed content of which will be determined by BASF on a case-by-case basis.  

 

7) Business Continuity Management 

Supplier shall implement and maintain a Business Continuity Management (if from India according to ISO 

22301) and provide evidence of Supplier’s business continuity and disaster recovery plans for Services 

that support BASF and results of annual testing. BASF will retain responsibility for its Business Continuity 

Management activities and will, in advance, approve the Supplier’s activities regarding Disaster Recovery. 

Supplier shall work closely together with BASF to ensure a proper linkage between BASF’s business 

continuity plans and Supplier’s business continuity and disaster recovery plan. Supplier shall regularly 

perform a business impact analysis for all BASF applications and derive appropriate business continuity 

requirements based on such business impact analysis. 

 

8) Cyber Security Audit 

(1) During the term of the Agreement, upon ten (10) business days prior written notice in text form from BASF, 

Supplier shall, provide, and cause all Supplier Affiliates and/or Supplier Agents to provide BASF, BASF 

Agents and any Regulator (collectively “Auditors”) during normal business hours (and in the case of a 

Regulator at any time required by such Regulator) with access to (including any reasonable assistance 

that they may require) Supplier locations and/or locations of Supplier Affiliates and other premises, 

Supplier systems and other IT and communication systems, persons, documents, third-party certifications 

(including corresponding audit reports), data and data carriers, which are (i) within their sphere of control 

(ii) are connected with the Services and (iii) are suitable for the examination for the purpose of performing 
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audits, assessments, reviews and/or inspections to verify compliance with the information and IT security 

requirement set forth in this Annex IT Cyber Security Addendum, regarding Cyber Security ("Audit"), in 

particular to 

a) examine Supplier’s and/or Supplier Affiliates’ performance of the Services and conformance to 

the terms of this Agreement including, to the extent applicable to the Services, operational, 

security, quality and other aspects regarding, in particular: (i) Supplier’s practices and 

procedures; (ii) Supplier systems; (iii) supporting information and calculations regarding 

compliance with service levels and other performance standards; (iv) general controls fulfilling 

the relevant security controls, practices and procedures; and (v) disaster recovery and back-up 

procedures; and 

b) except for shared IT environments and always in close cooperation with Supplier, conduct 

security testing related to BASF’s dedicated infrastructure, applications and service with the 

purpose of discovering and remediating vulnerabilities and weaknesses that pose a risk for 

unauthorized access to or disclosure of data or information of BASF; and 

c) enable BASF to meet, or to confirm that Supplier is meeting regulatory and other legal 

requirements to the extent applicable in the specific individual case (in particular, NIS2, DORA, 

CRA); and 

d) in the case of the applicability of DORA, permit any Regulator having jurisdiction over BASF, 

upon their request, and upon at least 10 business days’ prior written notice from BASF, or upon 

such shorter period of time as may be required by the requesting Regulator together with any 

other Auditors, at any time required by such Regulator to inspect the records, systems and 

operations of Supplier relating to this Agreement. 

(2) Supplier shall support Audits as set above at no additional cost to BASF. 

(3) BASF is entitled to have the Audits carried out by a qualified, external auditor that is obliged to maintain 

confidentiality vis-à-vis third parties, provided that it is not a competitor of the Supplier. This does not 

restrict or exclude BASF's statutory rights of control and information. 

(4) All audits and inspections shall be carried out in read-only mode in order to ensure that no alteration, 

deletion or manipulation of data or systems can occur. 
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9) Supply Chain Security 

Supplier shall ensure that all of its subcontractors are contractually bound to comply with the provisions contained 

in this Annex IT Cyber Security Addendum regarding Cyber Security by means of appropriate contractual 

arrangements and that this obligation is passed on accordingly along the supply chain. 

 

II. Software Development  

 

1) Compliance with Cyber Resilience Act 

(1) Supplier agrees to comply with all applicable requirements of the Regulation (EU) 2024/2847 of the 

European Parliament and of the Council of 14 December 2022 on the Cyber Resilience of Products with 

Digital Elements (hereinafter referred to as “Cyber Resilience Act” or “CRA”) in the performance of its 

obligations under this Agreement. 

 

(2) Supplier shall ensure that depending on the individual case all software developed for BASF adheres to 

the requirements set forth in the current applicable technical standards, optionally (1) Technical Guideline 

TR-03183, Part 2 - Software Bill of Materials (SBOM), published by the German Federal Office for 

Information Security, and/or (2) ISO/IEC- 5230:2020 and/or (3) ISO/IEC - 18974:2023 (hereinafter jointly 

referred to as “Technical Standards”).   

 

(3) Supplier shall be liable for any failure to comply with the requirements of the CRA and the Technical 

Standards, including any resulting damages, penalties, or liabilities incurred by BASF. 

 

(4) Supplier agrees to indemnify and hold harmless BASF from any claims, losses, or damages arising from 

the Supplier's failure to comply with the obligations set forth herein regarding the Technical Standards and 

CRA compliance. 

 

(5) Where applicable, the Supplier shall document and apply secure coding principles. Security checks shall 

be performed before, during and after coding. A mandatory code review process shall be established, and 

source code versioning shall be centrally controlled. Furthermore, access to source code and development 

tools shall be restricted to authorized personnel only, with editing rights limited to designated staff, and a 

source code management system implemented to ensure integrity and accountability. 
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2) Creation of SBoM 

(1) Furthermore, Supplier shall be responsible to provide,  for each version of the software delivered to 

BASF, a machine-processable document that inventories a breakdown of all components (including 

primary, third-party, proprietary and open-source components) used in the software in an industry-best-

practice format (e.g. CycloneDX, Software Package Data eXchange (SPDX) or SWID Tags) and 

adhering to the applicable Technical Standard (hereinafter referred to as Software Bill of Materials or 

“SBoM”).  

 

(2) The SBoM shall include, at a minimum, the required data fields as specified in the Technical Standard, 

including but not limited to: 

a) Creator of the SBoM 

b) Timestamp of SBoM data compilation 

c) Component creator, (file)name and version 

d) Dependencies on other components 

e) Associated licenses 

f) Hash value of the deployable component 

g) Executable, archive and structured property 

 

3) Delivery and maintenance of SBoM 

(1) Supplier shall provide BASF with any additional information necessary to understand the SBoM, 

including explanations of the components and their relationships. 

(2) During the term of the Agreement, Supplier shall  

a) ensure that the SBoM is always complete, up-to-date, and reflective of the agreed specifications 

and requirements; 

b) promptly communicate any changes or updates to the SBoM to BASF in writing (email being 

sufficient);  

c) maintain appropriate documentation and records related to the SBoM; 

d) upon BASF’s request, grant BASF access to these records and any supporting documentation 

to verify the accuracy and completeness of the SBoM; 

e) take all necessary corrective actions to rectify any inaccuracies, omissions, or inconsistencies 

in the SBoM and immediately inform BASF thereof. 
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4) Security Testing / Vulnerability Scans 

(1) The Supplier shall be obliged to analyze the binary and/or source code of the software on a regular 

BASF with application security testing tools as listed below and shall provide BASF with the results of 

such vulnerability scan upon request: 

a) SCA = Software composition analysis 

b) SAST = Static Application Security Testing 

c) DAST = Dynamic application security testing 

d) Manual penetration testing 

e) (container) Vulnerability scanning 

f)       Secret Scanning 

 

(2) In the event of security deficiencies (e.g. malicious / vulnerable behavior of software components), 

BASF shall have the right to conduct a forensic investigation of the software. As part of such forensic 

investigation BASF shall have the right to conduct a forensic analysis, which includes in particular the 

de-compilation and/or re-engineering of the software in order to get a readable source code with 

potential later execution of application security testing as indicated in the paragraph above.  

 

(3) In case of vulnerable and/or malicious code, Supplier shall remediate the code and deliver a security 

fix for the vulnerability as quickly as reasonably demanded by BASF at Supplier’s cost. This explicitly 

includes the obligation to replace incompliant third-party modules (proprietary and open source) by 

compliant ones, respectively technical remediation of all detected vulnerabilities.  In this context, the 

software modules with the following characteristics are considered incompliant: out of maintenance, 

containing vulnerabilities, no security hotfixes are delivered anymore.  

 

5) Termination for Non-Compliance 

In the event Supplier culpably breaches any of the obligations set forth herein regarding the SBoM and 

CRA compliance and fails to rectify such breach within 30 calendar days, BASF shall be entitled to 

terminate the Agreement or Individual Agreement for cause with immediate effect. Further contractual 

or statutory claims and remedies of BASF shall remain unaffected. 

 

 

 


