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Additional Provisions according to

The terms and conditions of this Annex supplement the terms and conditions stated in the Agreement to the extent BASF is
subject to oversight by a financial service prudential or conduct regulator with supervisory, settlement or resolution rights
(“Regulator”) and subject to German and/or European compliance and regulatory requirements. All terms used but not
defined in this Annex will have the same meanings provided in the Agreement. To the extent that the terms and conditions
of this Annex conflict with the terms and conditions in the Agreement, the terms and conditions of this Annex will control
to the extent BASF is subject to oversight by a Regulator in Germany.

The following terms shall amend the Agreement, in the respective sections as indicated below:

I DORA Provisions

1. Additional BASF Termination Rights

BASF may without penalty (e.g. early termination fees), terminate the Agreement or parts of it under the following scenarios
by providing Supplier with reasonable written notice that identifies the applicable scenario with reasonable details showing
the grounds on which the termination notice is premised, provided that the Supplier has not remedied these circumstances
within a reasonable period set by BASF:

(1) In case of circumstances that are capable of altering the performance of the Services, including material changes
that affect the arrangement or the situation of the Supplier;

(2) Incase of Supplier’s evidenced weaknesses pertaining to the overall risk management and in particular in the way
Supplier ensures the availability, authenticity, integrity and confidentiality of data, whether personal or otherwise
sensitive data, or non-personal data. Such a proven weakness exists in particular if BASF, in cooperation with the
Supplier, has performed a penetration test which results in CVSS score of 7 or higher

(3) Where the competent Regulator can no longer effectively supervise BASF as a result of the conditions of, or
circumstances related to, the Agreement.

(4)  When Supplier subcontracts a Service or implements material changes to its subcontracting arrangements
without BASF’s prior approval or despite BASF’s objection, in accordance with the process defined in this
Agreement for subcontracts;

(5) In case the Regulator makes use of its right set forth in Art. 42(6) DORA to temporarily suspend, either in part or
completely, the use or deployment of the Service provided by Supplier until the risks identified in the
recommendations addressed to Supplier have been remedied;


https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R2554&qid=1737991152128
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R2554&qid=1737991152128

O =BASF

We create chemistry

2. Subcontractor Clause

(1)

(2)

Supplier may not subcontract any of the Services or any of Supplier’s obligations under this Agreement, in whole
or in part, without obtaining BASF’s prior written consent, such consent not to be unreasonably withheld or
delayed. To obtain BASF’s approval of a subcontractor, Supplier shall notify BASF of the proposed subcontractor,
the scope of the services proposed to be subcontracted and provide comprehensive information, in particular
with regard to the technical, organizational and financial resources and experience of the proposed
subcontractor. Supplier shall inform BASF about Supplier Affiliates which are supposed to render Services.

Supplier shall assess the following risks in relation to the use of subcontractors and provide to BASF the result of
such risk assessment upon BASF’s request:

a)

b)

3)

(4)

“IT Security Risks” (i.e. any reasonably identifiable circumstance in relation to the use of network and
information systems which, if materialised, may compromise the security of the network and information
systems, of any technology dependent tool or process, of operations and processes, or of the provision of
services by producing adverse effects in the digital or physical environment) associated with the location of the
potential subcontractor and its parent company and the location where the Service is provided from.

Risks resulting from long or complex chains of subcontractors that provide the Services and how such chains of
subcontractors may impact BASF’s ability to fully monitor the contracted functions and the ability of a
competent supervisory authority to effectively supervise BASF in that respect.

In the event that BASF has authorized the use of a subcontractor (“Approved Subcontractor”), it is noted that
any such Approved Subcontractor should not be permitted to further subcontract any portion of the
obligations without BASF’s written approval. Therefore, Supplier shall be obliged to ensure appropriate
contractual arrangements with its Approved Subcontractors shall maintain and keep up to date an overview
of all Approved Subcontractors and any further subcontracts (complete chain of subcontractors) and
proactively, as well as upon Customer’s request, provide Customer with any updates to that overview.

No subcontracting releases Supplier from its responsibility for its obligations under this Agreement, and
Supplier remains responsible for obligations, services and functions performed by subcontractors to the same
extent as if such obligations, services, and functions were performed by Supplier Staff and for purposes of this
Agreement such work is deemed work performed by Supplier. Supplier shall ensure the continuous provision
of the Services, even in case of failure by an Approved Subcontractor to meet its service levels or any other
contractual obligations and Supplier shall continuously monitor the Services performed by Approved
Subcontractors and ensure that Supplier’s contractual obligations are always met.

Supplier shall make sure that its subcontracts include provisions that are at least equivalent to the terms and
conditions of this Agreement. In particular, Supplier shall ensure that: (a) any access, auditing or control rights
of BASF or a competent regulatory authority; (b) confidentiality obligations, (c) intellectual property rights and
duties, (d) data protection rights and duties, (e) IT security obligations (in particular any monitoring and
reporting obligations of Supplier vis-a-vis BASF, and any requirements with regard to incident response and

3



(6)
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business continuity plans) and (f) any service level commitments of Supplier, as agreed in this Agreement, also
apply with regard to the Approved Subcontractor and are directly enforceable by BASF vis-a-vis such Approved
Subcontractor. At BASF’s request, Supplier shall forward to BASF a description of the material terms (other
than financial) of the subcontract or proposed subcontract.

Where commercially reasonable, Supplier shall ensure that any agreement entered into between Supplier and
any Approved Subcontractor specifically provides that BASF may request an assignment of the contract from
Supplier to BASF in the event that: (a) this Agreement is terminated or expires; or (b) Supplier is in material
breach of this Agreement.

Supplier is responsible for all payments to its Approved Subcontractors. Supplier shall promptly pay for all
services, materials, equipment and labour used by Supplier in providing the Services and Supplier shall
promptly cause any Approved Subcontractor to remove any lien on BASF’'s premises in favour of such
Approved Subcontractor.

BASF may in its sole discretion revoke its prior approval of an Approved Subcontractor to replace such
Approved Subcontractor if (i) the Approved Subcontractor’s performance is deficient (ii) good faith doubts
exist concerning the Approved Subcontractor’s ability to render future performance because of changes in
the Approved Subcontractor’s ownership, management, financial condition, or otherwise (iii) or there have
been material misrepresentations by or concerning the Approved Subcontractor. Approval of an Approved
Subcontractor that at the time is a Supplier Affiliate is automatically revoked if such Approved Subcontractor
ceases to be such an Affiliate.

Supplier shall notify BASF in writing (email being sufficient) without undue delay of any imminent or
reasonably likely impediments or impairments in relation to an Approved Subcontractor or any planned
material changes to the subcontracting arrangement with Approved Subcontractors which may adversely
affect the due delivery and/or performance of any Services, indicating the reason for and the expected
duration of the impediment, and propose the necessary workarounds, to enable BASF to assess the impact on
the IT Security Risks BASF is or might be exposed to. Supplier shall not implement any planned changes to the
subcontracting arrangement without BASF’s prior approval. BASF is entitled to request modifications to the
proposed subcontracting changes before their implementation if the risk assessment referred to above
concludes that the planned subcontracting or changes to subcontracting by Supplier unreasonably exposes
BASF to IT Security Risks.

(10) To the extent Approved Subcontractors perform, or otherwise provide support to Supplier related to the

Services, Supplier shall cause such Approved Subcontractors to comply with the obligations and restrictions
applicable to Supplier under this Agreement, and Supplier shall not disclose BASF Confidential Information to
any such Approved Subcontractors unless and until such Approved Subcontractor, as applicable, has agreed
in writing to protect the confidentiality of such information in a manner substantially equivalent to that
required of Supplier under this Agreement, and then only on a need-to-know basis.
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BASF Data

(1)

(2)

(3)

Regarding “BASF Data” (i.e. all data and information that are submitted, directly or indirectly, to Supplier by
BASF or obtained or learned by Supplier in connection with the Services and Deliverables provided by Supplier
under this Agreement, including BASF Confidential Information, Personal Data, information otherwise relating
to BASF, BASF Affiliates and its or their employees, customers, technology, operations, facilities, consumer
markets, marketing and branding plans and strategies, logos, graphics, financial information and projections,
products, capacities, systems, procedures, security practices, research, development, business affairs, ideas,
concepts, innovations, inventions, designs, business methodologies, improvements, trade secrets,
copyrightable or patentable subject matter, trademarks under development and other proprietary
information. The raw data and detailed supporting information and reports relating to performance against
Service Levels also constitute BASF Data), Supplier shall maintain, and cause all Supplier Agents to maintain a
high quality of physical, logical, and personnel security safeguards in accordance with all requirements set forth
in this Agreement, in particular in BASF policies, and all applicable laws. Supplier shall maintain strong security
controls, policies, and associated procedures that protect information related assets, including but not limited
to BASF’s Confidential Information, Personal Data and IT re-sources, from all threats, whether internal or
external, deliberate or accidental. Supplier has processes and procedures in place to ensure the non-disclosure,
confidentiality, integrity and availability of the BASF Data. Further, Supplier shall review the overall
implementation of security controls against regulations, policies, and associated risks on a regular basis.
Supplier has and shall maintain, and shall cause Supplier Agents to have and maintain, the controls, policies
and associated procedures regarding data and information security set forth in forth in this Agreement, in
particular in BASF policies.

Upon expiration or termination of this Agreement or in case of Supplier’s insolvency, resolution or
discontinuation of business operations, to the extent requested by BASF, Supplier shall promptly, but within
six (6) months at the latest: (a) return to BASF, in an easily accessible format and on the media requested by
BASF, all copies of BASF Data and Confidential Information in its possession or control; or (b) as requested by
BASF, permanently erase or destroy copies of BASF's relevant BASF Data or Confidential Information in
Supplier’s possession or control, such that BASF Data and BASF’s Confidential Information cannot be recovered
(e.g., following specific security standards for shredders or digitally stored information). Upon request by BASF,
Supplier shall certify full compliance with its obligations under this Section in writing through its managing
director.

The previous section does not apply to correspondence and other documents and records whose preservation
is required by Law or documents which are meant to be retained by the respective Party.

Participation in trainings

(1)

Supplier shall procure that Supplier’s personnel working in the context of the provision of the Services
participate in BASF’s IT security awareness program and digital operational resilience trainings, workshops,
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(1)

(2)

instructions or Web-Based-Trainings (WBTSs). Instructions, workshops and trainings for Supplier personnel will
be conducted separately from BASF employees.

(2) Supplier shall not charge BASF for time spent by Supplier personnel in participating in instructions, trainings,
Workshops or WBTs.

Supplementary Provisions to the Service Level Agreement

(1) The Parties shall regularly revise and update the SLA accordingly to reflect required changes, e.g. to consider
improved technology.

(2) In case a development might have a material impact on Supplier’s ability to effectively provide the Services in
line with the agreed SLA, Supplier shall immediately (in any case not later than 24 hours) inform BASF thereof.

Future contractual requirement under DORA

The Parties are in agreement that, at the time of entering into this Agreement, the concrete contractual effects
under DORA are still being established and that the publication and full adoption of the relevant technical
regulatory standards under DORA are still to be expected. If any gaps against future contractual requirement under
DORA should be identified, to the extent as may be applicable to the Services, then the Parties will in due time
amend the Agreement in order to ensure compliance with DORA.

Exit Management

At the end of the Term and/or termination of the Agreement and irrespective of the reason for the agreement’s
end, Supplier shall, on request of BASF provide Termination Assistance Services to BASF and/or the Members of
BASF Group or Third Party taking over all or parts of the Service from Supplier (“Succeeding Supplier”) to allow
the Services to continue without interruption or adverse effect and to facilitate the orderly transfer of the Services
to the Succeeding Supplier for the for the period specified or required for your transition of the Services to the
Succeeding Supplier (“Termination Assistance Period”).

Such Termination Assistance can include the provision of the Services for as set out in the Agreement for the
Termination Assistance Period and the provision of additional Services necessary to enable the Succeeding
Supplier to carry on the provision of services similar to the Services to BASF.



