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Privacy Policy 

Thank you for your interest in BASF. 

BASF takes the protection of your personal information seriously. This 

Privacy Policy describes how BASF Canada Inc. and its Canadian 

subsidiaries, affiliates and partnerships in which BASF Canada Inc. and/or 

its Canadian subsidiaries and affiliates have a majority interest (collectively 

referred to herein as "BASF", “we”, “us”, or “our”) collect, use, disclose, 

transfer, retain, and otherwise process your personal information (as 

defined below) in any format during your visit to this website (www.basf.ca) 

or other websites or platforms controlled by BASF that direct visitors to this 

Privacy Policy (“Website”), as well as when you purchase our products and 

services, or otherwise communicate or interact with BASF in person or 

electronically.  

By visiting our Website, purchasing our products or services, or by 

otherwise interacting with us online or offline, you are agreeing to the terms 

of this Privacy Policy.  

IMPORTANCE NOTICE TO NON-CANADIAN 

RESIDENTS 

Please be aware that our Website and our products and services are 

directed to individuals in Canada. If you are located outside of Canada and 

choose to visit our Website or other BASF websites and platforms, or 

purchase our products or services, or otherwise communicate or interact 

with BASF in person or electronically, please be aware that your 

information may be transferred to, processed, maintained, and used on 

computers, servers, and systems located outside of your province, territory, 

state, country, or other governmental jurisdiction where the privacy laws 

may not be as protective as those in your country of origin, and you do so 

at your own risk. 

WHO WE ARE 

http://www.basf.ca/
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The BASF Group is a global chemical producer and marketer of chemicals 

and related products. We sell products and services to customers in nearly 

all sectors and almost every country in the world. 

PERSONAL INFORMATION WE COLLECT 

We may collect, use, process, disclose and retain personal data in the 

course of you visiting our Website, purchasing our products or services, or 

otherwise interacting with us online or offline, including but not limited to the 

following personal information: 

• Contact information such as your name, email and postal address, 

and telephone number; 

• Biographical information such as your position, employer, and 

photograph; 

• Billing and financial information such as billing address, bank 

account number, credit card number, and payment history; 

• Marketing and communication preferences and related information 

such as feedback and survey responses; 

• Business information such as BASF product and services purchases 

and use of products and services; and 

• Technical information such as your internet protocol (IP) address, 

name of your internet service provider, information about your 

internet browser, website you were on immediately prior to landing 

on a BASF website, and date/time of your visit to our websites. 

HOW WE USE YOUR PERSONAL INFORMATION 

We use your personal information for the following purposes: 

• To develop, implement, market, promote and sell products, services, 

and special offers; 

• To purchase, acquire and solicit products, services, and special offers 

from our suppliers; 

• To manage our business and provide day-to-day services including, 

but not limited to, ordering, shipping, delivering, invoicing, collecting, 

establishing credit arrangements, administering rebates, discounts 
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and special programs, processing payments, managing accounts, 

and supply chain activities; 

• To investigate and respond to customer inquiries and complaints; 

• To establish customer, supplier, distributor, and retailer relationships 

and to communicate with customers, suppliers, distributors, and 

retailers; 

• To research, develop and improve existing and new products, 

technologies, and services; 

• To provide information and training to customers, suppliers, 

distributors, and retailers about existing and new products and 

services of BASF, including the use of such products and services; 

• To manage and promote the business activities of BASF, including 

the development and evaluation of business plans; 

• To review and assess market trends and activities impacting the 

business of BASF; 

• To secure and protect the safety and well-being of our customers, 

suppliers, distributors, retailers, the community and the environment; 

• To better understand our customers, online visitors, suppliers and 

service providers, we may analyze your information in aggregate form 

(which will not identify you personally); 

• To administer or enforce our rights under an agreement or otherwise 

protect BASF and its rights; 

• To develop and manage our business and operations; 

• To carry out other purposes which are identified to you and to which 

you consent; for example, in any terms of use or agreements related 

to a specific product or service of BASF;  

• To meet requirements imposed by law; including court orders, 

subpoenas, or compliance with the legal process;  

• We may use artificial intelligence (AI) and machine learning (ML) 

capabilities, including those provided by third-party service providers, 

to analyze data, determine trends, make predictions, provide AI-

generated responses, or to facilitate the uses described above; and 

• To facilitate reorganizations of our business, including change of 

ownership, sale, merger, liquidation, acquisition and transfers. 
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WITH WHOM WE SHARE YOUR PERSONAL 

INFORMATION 

Your personal information may be shared and processed by other parties 

including: 

• Any entity or person with your consent; 

• Any entity or person within the BASF Group (in aggregate and non-

aggregate forms) for the purposes described in this Privacy Policy; 

• Third parties who provide services to us or on our behalf for the 

purposes described in this Privacy Policy, including but not limited to, 

IT, application development, maintenance, marketing, database 

management, data processing, risk management, office support, 

logistics services, payment processing, and customer service, but 

only to the extent needed to enable them to provide such services; 

• Law enforcement, government, and regulatory agencies, courts of 

law, other public and government authorities, and other third parties 

in accordance with legal requirements; 

• Third parties to administer or enforce our rights under any agreement; 

• Any person or entity in emergency situations that threaten the life, 

health or security of an individual, the community or the environment; 

• Agents, current and prospective business partners, and other third 

parties in aggregate form; and 

• Third parties in the event of a change of ownership, sale, merger, 

liquidation, reorganization or acquisition of BASF or a BASF business 

unit or department or product(s). 

Third parties may not use or disclose personal information for any purpose 

other than providing the services on our behalf or our affiliates’ behalf or for 

any purpose other than as set out in this Privacy Policy or as otherwise 

required by applicable law. 

WHERE PERSONAL INFORMATION WILL BE STORED 

As a global company, BASF uses the resources of its affiliates and third-

party service providers to process and store personal information for the 

purposes described in this Privacy Policy. This may involve your personal 
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information being stored or processed within Canada (but outside the 

province/territory in which you reside) or any other country where the 

service providers, BASF or BASF affiliates maintain facilities. In the event 

we transfer your personal information to another province/territory within 

Canada or outside Canada: 

• When we engage third parties to provide services to us, we will 

endeavour to use contractual means to help ensure a comparable 

level of protection is maintained while the personal information is in 

the possession of the third party. In some cases, these third parties 

may be located in Canada but outside of the province/territory in 

which you reside, or outside of Canada (e.g. the United States, 

Germany and/or India) and the personal information may be subject 

to the laws of that jurisdiction and no contractual provision can 

override those laws. Similar to Canadian law, where third-parties are 

located outside Canada, law enforcement agencies or other 

governmental authorities in the United States or other jurisdictions 

may obtain access to personal information where access is permitted 

or required by the law of the applicable jurisdiction. Confidentiality 

and the security of information are key considerations for BASF in 

any outsourcing arrangement to third parties, both inside and outside 

Canada. To access information about our policies and practices with 

respect to service providers outside Canada, please contact our 

Privacy Officer, who is able to answer questions about such service 

providers. 

• When we disclose your personal information to BASF affiliates and 

other members in the BASF Group of companies, the personal 

information may be subject to the laws of that country. We require our 

affiliates to take appropriate steps to safeguard personal information 

in line with locally applicable data protection requirements. 

HOW LONG WE KEEP PERSONAL INFORMATION 

We keep your personal information as long as necessary to fulfil the 

identified purposes, or as required or permitted by law.  

HOW WE PROTECT YOUR PERSONAL INFORMATION 
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We take the security and privacy of your personal information very 

seriously. Accordingly, we implement reasonable physical, organizational, 

and technological security measures designed to protect the confidentiality 

of your personal information against loss, theft and unauthorized access, 

misuse, disclosure, copying, use, and modification, taking into account the 

risks involved in processing and the nature of such personal information. 

Reasonable measures may include locked filing cabinets and restricted 

access to offices or designated areas; using security clearances, 

passwords, firewalls, and encryption; and limiting access on a "need-to-

know" basis, each alone or in combination depending on the nature of such 

personal information. Please understand, however, that no security system 

is completely secure. We cannot guarantee the security of any personal 

information that you transmit, nor can we guarantee that the information 

you supply will not be intercepted while being transmitted over the Internet.  

In particular, e-mail sent to us may not be secure, and you should therefore 

take special care in deciding what information you send to us via e-mail. 

Any transmission of your information is at your own risk. 

YOUR RIGHTS 

Consent 

We collect, use, and disclose your personal information with your consent 

as permitted or required by law. Your consent to our collection, use and/or 

disclosure may be express or implied. 

Usually, we will seek your consent to use and/or disclose your personal 

information at the time of collection. In some circumstances, we may seek 

consent after we have collected your personal information but before we 

use it (for example, if we want to use the personal information for different 

purposes than previously identified). 

You may withdraw consent at any time, subject to legal or contractual 

restrictions and reasonable notice. Please send all communications with 

respect to the withdrawal of your consent or any change to your consent in 

writing, addressed to our Privacy Officer. 
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In most circumstances, we will collect your personal information directly 

from you. From time to time and with your consent where required by 

applicable law, we may engage others, such as our distributors or retailers 

of our products, to collect your personal information on our behalf. 

Accuracy 

We will try to ensure that your personal information is accurate, complete 

and up-to-date as necessary for the purposes for which it will be used. 

Individual Access 

We will provide access to your personal information upon your written 

request to our Privacy Officer using the contact information below, to the 

extent required by law. We will attempt to respond to your written request 

within thirty (30) days. We will advise you in writing if we cannot meet your 

requests within this time limit. You may challenge the accuracy and 

completeness of your Personal Information and have it amended as 

appropriate. 

Accountability, Openness, and Compliance 

We are responsible for all personal information under our control. 

We have designated a Privacy Officer who is accountable and responsible 

for compliance with this Privacy Policy and addressing inquiries and 

concerns. If you have questions or concerns about this Privacy Policy and 

our procedures, please contact our Privacy Officer as set forth below. 

COOKIES 

We collect information using “cookie” technology. Cookies are small 

packets of data that a website stores on your computer’s or mobile device’s 

hard drive (or other storage medium) so that your computer or device will 

“remember” information about your visit. We use both first and third-party 

session cookies and persistent cookies. Where available, the ability to 

accept cookie placement may be found in a cookie banner first displayed 

on the Website and, if available, in the cookie preferences. 
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Below is a general primer on session and persistent cookies; information 

collected by cookies depends on its particular purpose and the cookie 

preferences, if available, may have additional information. For more 

information, please see Information from Third-Party Analytics Providers 

below. 

• Session Cookies: We use session cookies to make it easier for you to 

navigate our Website and other BASF websites and platforms. A 

session ID cookie expires when you close your browser. 

• Persistent Cookies: A persistent cookie remains on your hard drive 

for an extended period of time or until you delete them. You can 

remove persistent cookies by following directions provided in your 

web browser’s “help” file. To the extent we provide a log-in portal or 

related feature on our Website or other BASF websites or platforms, 

persistent cookies can be used to store your passwords so that you 

do not have to enter it more than once. Persistent cookies also 

enable us to track and target the interests of our visitors to 

personalize the experience on our Website or other BASF websites 

or platforms. 

In some cases, we may associate information that you have provided to us 

(e.g., email address) with the cookies that we use. In addition to facilitating 

the purposes described above, this is useful in understanding your 

engagement with other content related to our Website or other BASF 

websites or platforms (e.g., email open rates, URL click-throughs). 

If you do not want us to place a cookie on your hard drive, you may be able 

to turn that feature off on your computer or mobile device and, where 

available, may decline the placement using a cookie banner. Please 

consult your browser’s documentation for information on how to do this and 

how to delete persistent cookies via your browser. However, if you decide 

not to accept cookies from us, certain aspects of our Website or other 

BASF websites or platforms may not function properly or as intended. 

Information from Third-Party Analytics Providers 

We may use one or more third–party analytics services to evaluate your 

use of our Website or other BASF websites or platforms, as the case may 
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be, by compiling reports on activity (based on their collection of IP 

addresses, Internet service provider, browser type, operating system and 

language, referring and exit pages and URLs, recordings of site and/or 

screen interactions, and other similar usage data) and analyzing 

performance metrics. These third parties use cookies and other 

technologies to help collect, analyze, and provide us reports or other data.  

By accessing and using our Website or other BASF websites or platforms, 

you consent to the processing of data about you by these analytics 

providers in the manner and for the purposes set out in this Privacy Policy. 

For more information on these third parties, including how to opt out from 

certain data collection, please visit the sites below. Please be advised that 

if you opt out of any service, you may not be able to use the full 

functionality of the Website or other BASF websites or platforms.  

For Google Analytics, please visit: 

https://marketingplatform.google.com/about/analytics/ 

DIRECT MARKETING 

If we have requested and you have given us your consent to do so, we will 

process your personal data (including first name, last name, company, 

email address, area of responsibility and area of interest) to provide you 

with personalized information on BASF products, events, web seminars 

and services we consider relevant for you via the communication channels 

you have selected. We may additionally contact you to provide information 

related to purchases you have made or to provide additional information 

related to events, web seminars, and similar activities that you have 

attended. In order to determine your professional needs and interests, we 

combine and analyze the personal information that we have collected about 

you in the course of your relationship with BASF as a customer or user of 

BASF products and services (in particular your contract and master data, 

the products you have purchased, samples, demos, brochures or 

whitepapers that you have requested or downloaded, webinars for which 

you have registered, surveys that you have completed, etc.). 

Your consent to receive commercial-related information, if given, also 

applies to the transmission of your personal information – depending on the 

https://marketingplatform.google.com/about/analytics/
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location of your business – to the BASF companies being the regional 

Marketing Headquarters. In addition, you consent to BASF sharing your 

personal information between those BASF companies which are 

responsible for the country in which your business is situated as well as 

BASF contractors when needed to achieve the goals herein. Both of the 

aforementioned transfers serve the purpose as described above. 

We will share your personal information with other affiliated companies of 

the BASF Group if they provide IT services for us or if this is necessary for 

operational reasons, such as follow ups from sales managers or developing 

personalized marketing materials and content. Furthermore, we will pass 

on your personal information to the technical IT service providers we use 

from whom we obtain services. Our IT service providers are carefully 

selected and regularly checked by us. They process personal information 

only on our behalf and strictly in accordance with our instructions on the 

basis of corresponding contracts for order processing.  

We store your personal information collected within the scope of your 

consent for the above-mentioned purposes until your consent is revoked. 

The legal basis for the processing of your personal data for the above-

mentioned purposes is your consent. 

You can revoke your consent at any time with effect for the future by 

notifying us of your revocation under our consent preference centre. Each 

commercial-related communication we will send to you based on this 

consent, will contain a separate link to revoke your consent. You may use 

this link and follow the instructions found on the page to which the link 

takes you in order to opt out at any time from the use of your personal 

information for direct marketing purposes and/or the transfer of your 

personal information to third parties for direct marketing purposes. You may 

also opt out at any time from such use by contacting our Privacy Officer 

using the contact information below, provided, however, that you may be 

required to provide sufficient information that allows us to reasonably verify 

you are the person, or are an authorized representative of such person, 

about whom we collected such personal information. Please allow us a 

reasonable time to process your request. 

https://my-basf-privacy.my.onetrust.com/ui/#/preferences/multipage/login/6b44ee78-b19d-4216-aefb-db61bcf32bb8
https://my-basf-privacy.my.onetrust.com/ui/#/preferences/multipage/login/6b44ee78-b19d-4216-aefb-db61bcf32bb8
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You are at liberty to grant or withhold consent. This has no effect on your 

visit of this website and platform.  

If you revoke your consent, we will no longer use your personal information 

for the specific commercial-related purposes from which you have 

withdrawn, unless we have another legal basis for this. The revocation of 

your consent does not affect the legality of the data processing that has 

taken place up to that point. You cannot opt out of receiving transactional 

e-mails related to our products and services.   

CHILDREN 

We do not knowingly collect personal information from children under the 

age of 18 through our Websites. If you are under 18, please do not give us 

any personal information. We encourage parents and legal guardians to 

monitor their children’s Internet usage and to help enforce our Privacy 

Policy by instructing their children to never provide personal information 

without their permission. If you have reason to believe that a child under 

the age of 18 has provided personal information to us, please contact our 

Privacy Officer as set out below for the purpose of deleting their personal 

information from our databases. 

BASF offers opportunities for children under the age of 18 to learn more 

about science and participate in in-person activities. BASF will collect 

personal information if a child visits one of our facilities and to coordinate 

in-person activities, such as educational programs and outreach events, for 

administrative, security, and safety purposes. We will only collect such 

information directly from a parent or guardian and only retain that 

information for as long as necessary for the specific activity and as required 

by law. 

DO NOT TRACK AND GLOBAL PRIVACY CONTROLS 

BASF honours “Do Not Track” settings and “Global Privacy Controls”. You 

can go to this website to learn more about the Global Privacy Control signal 

and how to implement it: https://globalprivacycontrol.org/. If you are using 

an opt-out preference signal on your browser using these settings, the opt-

https://globalprivacycontrol.org/
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out preference signal will apply only to that browser. The choices you make 

in response to any cookie banner will override the preferences you have 

made using the settings of your opt-out preference signal. Setting your opt-

out preference signal within your browser will enable BASF to honour that 

signal in a frictionless manner. 

LINKS TO EXTERNAL WEBSITES AND CHAT 

FEATURES 

The Website may contain links to third-party websites. These third-party 

websites may collect information about you if you click on a link and may 

automatically record information about your browsing behaviour every time 

you visit a site. We have no control over the privacy practices or the 

content of these websites. As such, we are not responsible for the content 

or the privacy policies of those third-party websites. You should check the 

applicable third-party privacy policy and terms of use when visiting any 

other websites. 

The Website may contain features that allow you to chat via text with an 

automated response system or a live person. We and the third-party 

provider of the chat feature may retain a transcript of any such chat 

conversation. The third-party provider may use the transcript related to its 

provision of services and products. The third-party provider may collect 

personal information about and during your use of the chat feature, and 

such information would be subject to their privacy policies. 

AMENDMENTS TO THIS POLICY 

This Privacy Policy is effective as of the “last updated” date at the bottom of 

this Policy. We reserve the right to modify this Privacy Policy at any time 

and for any reason with or without notice to you. By visiting the Website, 

purchasing our products and services, or by otherwise interacting with 

BASF in person or electronically after we make any such changes to this 

Privacy Policy, you are deemed to have accepted such changes. Please be 

aware that, to the extent permitted by applicable law, and without prejudice 

to the foregoing, our use of your personal information is governed by the 
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Privacy Policy in current effect. We encourage you to refer to it on a regular 

basis. 

CONTACT US 

We have designated a Privacy Officer who is accountable and responsible 

for compliance with this Privacy Policy and addressing inquiries and 

concerns. If you have questions or concerns about this Privacy Policy and 

our procedures, please contact our Privacy Officer at: 

Email:  

Privacy.Officer@basf.com 

Mail:  

BASF Canada Inc. 

Attn: Navroop Bhandal, Privacy Officer 

5025 Creekbank Road, Building A, Floor 2  

Mississauga, ON L4W 0B6 

 

This Privacy Policy was last updated on January 5, 2026. 


