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We create chemistry

PIN setzen fiir lhren RSA OnDemand Tokens

*** For English version, please scroll down to page 8 ***
Bitte gehen Sie wie folgt vor, um einen neuen PIN fiur die RSA OnDemand Token zu setzen. Starten

Sie Ihren Webbrowser und 6ffnen Sie die URL https://tokentest.basf.com (sollten Sie sich au3erhalb
der BASF befinden) oder https://tokentest.basf.net (wenn Sie bereits im BASF Netzwerk (BCN) sind):

Willkommen am BASF Token Test Portal

Benutzername:

A u BAsF Passcode:

We create chemistry

'jT IS'/AN OFFENSE O CONTINUE WITH
~ _This ﬂ}t'em is rest??ctedwgm-'
~ unauthorized access will Be proseciited.
access now. Clicking o Logon indf’ﬁwtesjg ! eptanice of the
information in the backgrour .

Geben Sie lhren Benutzernamen und den per E-Mail erhaltenen temporaren PIN im Feld Passcode
ein. Klicken Sie "Anmelden":

Willkommen am BASF Token Test Portal

Benutzername: MustermM

j u BAsF Passcode: e i

We create chemistry

. ‘_jT IS AN OFFENﬁETO CONTINUE-WI
. This system is restricted A TRIRISAN

= unauthorized access will Be
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information in the backgrou
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Sie werden nun aufgefordert eine neue PIN zu vergeben — bitte geben Sie lhren neuen PIN (8
Zeichen, keine Sonderzeichen) ein und klicken anschlief’end auf ,Senden":

Willkommen am BASF Token Test Portal

,:,' i BAsF Kennwort
=

We create chemistry

ILISTAN OFFENSETO CONTINUE WITHOULPROPER
ﬂlls #&m is restnctedwmwtﬂﬂn ak ltempting
< Unauthorized access will be pmsecuted f‘futﬂu‘*o:é i ferminate
access now. Clicking 6n Logon indieates you ange of the
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Sie werden nun aufgefordert die PIN noch einmal zu bestatigen. Bitte tragen Sie die eben gewahlte
PIN noch einmal ein und klicken erneut auf ,Senden®:

Willkommen am BASF Token Test Portal

A ] BAsF Kennwort

We create chemistry

ITISTAN OFFENSE TO CONTINUE WITHOUI PROPER

. ﬂns sﬁmm is restnmedwmn%ﬁﬁn

< linautharized acces§ u‘ﬂll be prosecmed ff'uhm&o

information in the backgrotind

Cyber Security Applications RSA OnDemand Token with 3™ Party VPN (v2022-09-27) Page 2 of 14



O =BASF

We create chemistry

Der neue PIN ist nun gespeichert (PIN accepted).

ACHTUNG! Es wird nun die Meldung angezeigt: ,PIN accepted. Wait for the token code to change,

then enter the new passcode.”
ACHTUNG: Bitte tragen Sie hier erneut die eben vergebene PIN ein.

Willkommen am BASF Token Test Portal

Kennwort

Durch diese erneute Eingabe ihrer PIN, wird ihnen an die hinterlegte OnDemand E-Mail-Adresse ein
Tokencode gesendet. Bitte priifen Sie ihre E-Mails und tragen Sie diesen Tokencode auf der nachsten

Seite ein:

Willkommen am BASF Token Test Portal

Kennwort

Cyber Security Applications RSA OnDemand Token with 3™ Party VPN (v2022-09-27)
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Sobald die Anmeldung erfolgreich war, bekommen Sie folgende Bestatigung angezeigt und ihr RSA
Token + PIN wurden erfolgreich gesetzt und getestet:

Login verified successfully.

Have a nice day

Good bye

Wichtig: Der Passcode, welchen Sie per Email erhalten, ist nur innerhalb eines Zeitraums von 15
Minuten gultig. Derselbe Passcode kann nur einmal zur Anmeldung verwendet werden und wird
anschlielend unguiltig!
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Einrichtung des VPN Clients

Bitte 6ffnen Sie folgenden Link im Microsoft Internet Explorer oder Edge Browser:
https://vpn-3rd.basf.com
Melden Sie sich dort mit Ihrer BASF User ID und lhrer zuvor selbst vergebenen OnDemand PIN an.

— C M 3 https:;//vpn-3rd.basf.com/dana-na/auth/url_0/welcome.cgi

O -BASF

We create chemistry

Welcome to

BASF VPN Login

Username ‘ | Please sign in with your VPN account to begin your secure session.
PIN ‘ | Hardware token user: Please enter PIN + Tokencode
[} ‘M‘ Attention! If you are OnDemand Token user, please check your email for Tokencode after you press "Sign In"

Anschlielend erhalten Sie eine E-Mail mit einem einmalig und fur 15 Minuten gultigem Passcode, an
die fur lnren RSA OnDemand Token hinterlegte Emailadresse.

Der Absender ist is-security@basf.com.

Bitte tragen Sie den erhaltenen Passcode in das folgende Fenster ein:

O -BASF

We create chemistry

Welcome to

BASF PN Login

/\ Token Resync Required
Please enter an additional token code to continue.

The server requires that you enter an additional token code to verify that your credentials are valid. To continue, wait for the token code to
change and then enter the new code in the SscurlD Token Code field.

SecurID Token Code: | l

| Enter || Cancel |

Wenn sie sich erfolgreich angemeldet haben, klicken Sie bitte auf der rechten Seite auf den ,Start*
Button.

0 -BASF

We create chemistry

Sign Out

Welcome to the BASF 3rd Party VPN Access,

The VPN tunnel will be established soon. In case the client does not start, please click on the "Start"-Button
below.
Dlease wait.

Pulse Secure @&\
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Sie werden nun einige Meldungen zur Installation erhalten, die Sie bitte bestatigen missen.
Beispiel:

This site is trying to open Pulse Secure Ap...ation Launcher.

https://vpn-3rd.basf.com wants to open this application.

D Always allow vpn-3rd.basf.com to open links of this type in the associated app

- -

TR R B R R BRN lv L AL “r'r'u-vusnv'l L B B B e

Nach erfolgreicher Installation finden Sie das Pulse Secure Icon in den Taskbar und sind zum ersten
Mal verbunden.

Pulse Secure:
Verbunden

Um die Verbindung wieder zu trennen, klicken Sie bitte auf das Pulse Secure Icon in der Taskbar und
wahlen ,BASF VPN -> Disconnect”

Einwahl in das BASF Netzwerk

Den Pulse Secure Client finden Sie im Startmend.

. Pulse Secure

O Pulse Secure k

Starten Sie den Pulse Secure Client und klicken Sie auf ,Verbindung herstellen®.

S Pulse Secure

Datei  Hilfe

© 2010-2020 von Pulse Secure, LLC ; ‘
Alle Rechte vorbehalten Schliefen
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Tragen Sie anschlielend bitte Ihre BASF User ID und Ihren PIN ein. Klicken Sie dann auf
~verbinden®.

O '
S Puc&c Secure

Verbinden mit: BASF VPN

Benutzername:

Kennwort:

Einstellungen speichern

‘Abbrechen

Verbinden

Sie erhalten nun wieder eine E-Mail mit einem Passcode. Diesen tragen Sie in das folgende Fenster
ein.

S “Julse Secure

s

Verbinden mit: BASF VPN

'/' Geben Sie folgende Anmeldeinformationen an, um die
u Verbindung herzustellen

Meldung vom Server:

Enter SecurlD PASSCODE

Geben Sie eine Antwort ein:

‘ Verbinden H Abbrechen}

Nach erfolgreicher Verbindung sehen Sie in der Taskbar wieder das Pulse Secure Icon.

Pulse Secure:

Verbunden
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PIN setting for your RSA OnDemand Token

Kindly follow the procedure below to set a new PIN for your RSA OnDemand Token.
First, start your web browser and open the URL https://tokentest.basf.com (if you are outside of BASF)

or https://tokentest.basf.net (if you are already in the BASF network BCN):

Welcome to the BASF Token Test Portal

User name:

j;‘ u BAsF Passcode: -]

We create chemistry

IT 1S'AN OFFENSE TO CONTINUE WIIHPU'F ERQPER

~ Thls syst'ém is restnctedwm Lo
= unauthorized access will Be prosecu &
access now. Clicking on Logen i Te:
information in the background

Enter your BASF User ID and only the temporary PIN, you received by email, in the "Passcode” field.
Click "Log On”:

Welcome to the BASF Token Test Portal

User name: MusermM

LU - BASF Passcode: = e

We create chemistry

N Thls sg}tem is restnctedwglkmm !

* unauthorized access vﬁlll be p\msecuted | erminate

access now. Clicking on fogan indicates § céeptance of the
inforimation in the backgrour §
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You are asked to enter a new PIN. Please enter a new PIN (8 characters, no special characters) and
click "Submit”:

Welcome to the BASF Token Test Portal

(1) Enter 2 new PIN having fiom 4 1 8 slphanumeric charactars

L -BASF o

We create chemistry

IT ISTAN OFFENSE TO CONTINUE WITHOUL PROPER
‘s e
2 ﬂ’ll‘j syslbru is reﬂndedwmmwﬂnduais empting
< unauthorized access will be prosecuted: lfmuemrﬁ ennmate
access now. Clicking 6m Logon indieates. ywr’.acceptarte of the
information in the backgruund ¥

In the next windows, please re-enter your new PIN and click on “Submit”:

Welcome to the BASF Token Test Portal

L;i,‘ u BAsF Password |

We create chemistry

ITISTAN OFFENSETO CONTINUE W]THOU'[ PROPER

o ﬂns sysmru is restncted‘%-| 7 dua:ﬁxemptmg
<unauthorized access will be prosecu‘ted lf , e erminate

access now. Clicking 6m Logon indieates. eptarte of the
information in the backgruund £
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The new PIN is saved now (PIN accepted).

ATTENTION: Following message will be shown: ,PIN accepted. Wait for the token code to change,

then enter the new passcode.”
ATTENTION: Please re-enter the PIN you just assigned before.

Welcome to the BASF Token Test Portal

Password |

By entering your PIN again, a Tokencode will be sent to the stored OnDemand e-mail address. Please

check your mailbox and enter this Tokencode on the next page:

Welcome to the BASF Token Test Portal

L T EoKEN-10 \.r':'“_.r-": e - EniErtne new orenceos

® v

(51}

Password

Cyber Security Applications RSA OnDemand Token with 3™ Party VPN (v2022-09-27)
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As soon as your login was successful, you will see the following message, which means your RSA
OnDemand token + PIN was successfully tested:

Login verified successfully.

Have a nice day

Good bye

Important: Your OnDemand passcode is only valid within a 15 minutes timeframe and can only be
used one time for logon!
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Setup of the VPN client

Please open following link in Microsoft Internet Explorer or Edge Browser:
https://vpn-3rd.basf.com
Enter your BASF User ID and your previously chosen OnDemand Authentication PIN.

&~ C M 3 https;//vpn-3rd.basf.com/dana-na/auth/url_0/welcome.cgi

O -BASF

We create chemistry

Welcome to

BASF VPN Login

Username \ | Please sign in with your VPN account to begin your secure session.
PIN l | Hardware token user: Please enter PIN + Tokencode
% ‘SIQ—M"‘ Attention! If you are OnDemand Token user, please check your email for Tokencode after you press "Sign In"

After this, you will get an email with an onetime and only 15 minutes valid Passcode to your
OnDemand email address.

The sender is: is-security@basf.com.

Please enter the passcode in the following window:

O -BASF

We create chemistry

Welcome to

BASF PN Login

/%\ Token Resync Required

Please enter an additional token code to continue.

The server requires that you enter an additional token code to verify that your credentials are valid. To continue, wait for the token code to
change and then enter the new code in the SecurlD Token Code field.

SecurID Token Code: | l

| Enter || Cancel |

If you are logged in correctly, please click on the ,Start“-Button.

O -BASF

We create chemistry Logged-in as: H
Sign Out

Welcome to the BASF 3rd Party VPN Access,

The VPN tunnel will be established soon. In case the client does not start, please click on the "Start”-Button

below.

Please wait.

Pulse Secure "E&]
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You will now get some installation messages, which needs to be confirmed from your side.
Example:

This site is trying to open Pulse Secure Ap...ation Launcher.
https://vpn-3rd.basf.com wants to open this application.

D Always allow vpn-3rd.basf.com to open links of this type in the associated app

o
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After successfully installation, you will find the Pulse Secure Icon in your taskbar and you are
connected the first time.

Pulse Secure:
Connecting

8

R

For disconnecting the session, please click on the Pulse Secure Icon and select ,BASF VPN ->
Disconnect®.

Connection to the BASF network
You can find the Pulse Secure Client in the start menu.

. Pulse Secure

O Pulse Secure k‘

Start the Pulse Secure client and click to ,,Connect”.
¢

S Pulse Secure

File Help

Connect

N

B 2010-2020 by Pulse Secure, LLC
All rights reserved . Close _
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Enter your BASF User ID and your OnDemand Authentication PIN. Click on ,Connect®.

S Pulse Secure

Connect to: BASF VPN

User Name:

Passwaord:

Save settings

Connect H Cancel

8 Pulse Secure

Connect to: BASF VPN

E | Provide the follo@g credentials to complete the connection
Message from server:

Enter SecurlD PASSCODE

Please enter response:

Connect H Cancel

After successful connecting, you will find again the Pulse Secure Icon in your taskbar.

Pulse Secure:
Connecting

Cyber Security Applications RSA OnDemand Token with 3™ Party VPN (v2022-09-27)
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