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Internal 

 
Information for users: 
Supported operating systems / browsers: 

- Unfortunately, Apple Safari is not supported by the manufacturer, so display errors may occur. 
- Unfortunately, Windows 11 is not (yet) supported by the manufacturer, so there may be errors in the 

display. 
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How do I log in? 
 
Step 1 
Click on "Log in with Single Sign-On". 
 
 
To do this, open the link: 
Ludwigshafen site: Smart ID Self-Service (basf.com) 
Schwarzheide site: Smart ID Self-Service (basf.com) 
 

 
 
  

https://secsys.basf.com/#/login
https://bsh.secsys.basf.com/#/login
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Step 2 
Click on "Cancel" when selecting the certificate. 
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Step 3 
Enter your own e-mail address and password here. 
Now click on "Logon". 
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How long is my permanent ID valid? 
 
This guide explains where to see how long your permanent ID card is valid for. 
 
The expiry date is no longer printed on the permanent ID cards issued with the new system.  
 
 The company name is also no longer printed. 
 
Currently, it is not technically possible to send an email when a badge expires. 
 
Step 1 
Log in to the "Security System" portal - instructions HERE 
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Step 2 
Click on the button "Identities 
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Step 3 
Click on the "Possible actions" button 
Click on the button "Show permanent card". 
 

 
 
 
 
Step 4 
If you have an active permanent pass, you can see the validity at the marked point. 
 

 
 
 
If you do not have an active permanent pass, you will receive this info. 
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Watch the safety film 
 
The safety film must be viewed by each employee on a computer/tablet/smartphone (from home or at their 
employer's premises). 
There is no possibility to view the security film at the ID card office/reception centre. 
 
 
Step 1 
If the application has been approved by the badge office/receiving office, the dispatcher receives this e-mail. 
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Step 2 
After you have received the confirmation, please watch the security film on YouTube. 
 
Link for the film: 
Standort Ludwigshafen: The safety film for the BASF site in Ludwigshafen - YouTube 
Standort Schwarzheide: BASF Sicherheitsfilme Schwarzheide GmbH - YouTube 
 
 
Notice: 
The safety film can only be viewed on YouTube. When taking the safety test on site, it must be confirmed that 
the safety film has been watched in person and in full. 
 

 
 
  

https://www.youtube.com/watch?v=KX5T41TIWmk
https://www.youtube.com/playlist?list=PLvd4K_EStw4isJ0PHq_Ii0gzCQF_Qf9HR
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Carry out a safety test for practice purposes 
 
Before coming to the ID card office/reception centre to take the security test,  
you can practice the test online. 
 You can take the security test on the test page as often as you like. 
 
 
Step 1 
https://secova-sam-qual.basf.com/module/login/ 
 
Please select your language and log in. 
 
Username:  demo 
Password:  demo 
 

 
 
 
Click on "Log in". 

 
 
  

https://secova-sam-qual.basf.com/module/login/
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Step 2 
You are on the homepage. 
 
Did you forget to select your language in step 1?  
That is no problem. You can change the language as follows... 
 
Click on "Schnupperthemen" (Continue here with step 6). 
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Step 3 
...Click on the arrow next to the user name in the top right-hand corner. 
 

 
 
 
A drop-down field opens. 
Click on the arrow next to Language. 
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Step 4 
Now select a language. 
 

 
 
 
Confirm this with "Ja / Yes“ 
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Step 5 
You will return to the home page. 
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Step 6 
You will receive an overview of the categories that can be completed. 
Choose your language. 
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Step 7 
Click on the "Play" icon 
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Step 8 
Click on "Vor / Before". 
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Step 9 
Click on "Vor / Before" to start the security test. 
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Step 10 
Answer the question by clicking in the box. 
 

 
 
 
Click on "Next" to go to the next question. 
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Step 11 
Answer the last question.   
Click on "Vor / Before 
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Step 12 
Click on "Ja / Yes" to finish the test. 
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Step 13 
You will be taken back to the start page. 
 Here you can take the test again or log out. 
 

 
 
  



 

 
 

 
Process descriptions for external persons 

[19.10.2023a] 

 

  
Technical hotline: In case of application errors or questions, please contact the IS Service Desk for Security System 
in Ludwigshafen at +49 621 60 77577 (selection 3 - 6) 

  

23/29 

Internal 

Step 14 
To log out, click on the arrow next to the user name. 
 

 
 
 
A drop-down field opens. 
Please click on "ausloggen / log out". 
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Step 15 
Now you are back on the start page of the programme. 
You can log in again to practise the test more times. 
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Access data to the SSP Self Service Portal Security System lost 
 
If an External Person has lost their access data to the SSP Self Service Portal,  
this must request/perform a password reset. 
 
 
 
Step 1 
Go to this page: https://external-profile-management.basf.com/mydata 
 
 
 
Step 2 
Click on the button "Forgot/Request new password". 
 

 
  

https://external-profile-management.basf.com/mydata
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Step 3 
 
Fill in the Enter user name field with the mail address. 
Fill in the Confirm username field again with the mail address. 
Click on "Submit". 
 
 
Hint: 
If you have forgotten your e-mail address, the external dispatcher can look it up in the security system. 
 
To do this, do the following: 
"Click on "Identities  
Click on "Overview of applications already submitted/prepared".  
CTRL+F (press simultaneously) 
Enter last name 
Click on the desired person (Must be in status: "Checked") 
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Step 4 
Close the window/browser. 
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Step 5 
Now you receive this e-mail. 
Please follow the instructions... 
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DEAG permanent import and export licence application 
 
Persons with permanent identity cards must in principle declare their transfer goods that are needed to carry out 
work. 
This means that company-owned items that are repeatedly imported and / or exported must be recorded in the 
system.  
For more information, please visit the Onboarding of Externals homepage (basf.com). 
in "Step 4: Apply for permanent import and export licences...". 
 
The site Schwarzheide does not use this module. 

https://www.basf.com/global/de/who-we-are/organization/locations/europe/german-sites/ludwigshafen/working-at-the-site/contactors-renters-partners/Zugang-zum-Standort/Ausweise-und-Berechtigungen/onboarding-von-externen.html
https://www.basf.com/global/de/who-we-are/organization/locations/europe/german-sites/ludwigshafen/working-at-the-site/contactors-renters-partners/Zugang-zum-Standort/Ausweise-und-Berechtigungen/onboarding-von-externen.html
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